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Privacy threatens Machine Learning 

Invasive large-scale data collection 
results in users’ mistrust

Regulations impose restrictions on data 
collection and processing
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Privacy-preserving machine learning!
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The problem…

“Honest-but-curious” adversary

“Non-strategic” adversary
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The problem… and its consequences
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The problem… and its consequences
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Synthetic data is not a privacy-preserving mechanism

Synthetic data is private because there is no one-to-one mapping
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Synthetic data is not a privacy-preserving mechanism

Synthetic data is private because there is no one-to-one mapping

Oh no! I can’t 
make inferences 

anymore

Naïve adversary
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Synthetic data is not a privacy-preserving mechanism

Synthetic data is private because there is no one-to-one mapping

Oh no! I can’t 
make inferences 

anymore

The information is 
preserved, same 

attacks are possible

Strategic adversary

Naïve adversary
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Synthetic data is not a privacy-preserving mechanism

Synthetic data is private because there is no one-to-one mapping
AND we add differential privacy

The information is still preserved because of implementation errors
(recurrent across implementations as they increase utility)

Same attacks are possible

Strategic adversary



§ Privacy adversaries must be as evil and clever as you can think
• They are not honest: they will not follow protocol
• They are strategic: they know the defense and will undermine it
• … otherwise is not privacy, it is regulatory compliance

§ Synthetic data is no silver bullet
• If utility is preserved, so is information that enables inference attacks
• If there is protection, it is not uniform for everyone and it is not predictable

§ Empirical privacy evaluations are needed
• Theory is hard in practice – always double check!
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Food for thought


