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Information War on TW|tterRecap |

 Anonymity is allowed

* Being public is mainstream

* Automation is easy & supported



The Daily Dot THE KERNEL

Twitter bots are being weaponized to
spread information on the French
presidential campaign hack

Five percent of the accounts tweeting #MacronGate
make up 40 percent of Tweets.

By April Glaser | @aprilaser | May 6, 2017, 2:42pm EDT

f . 4 @ SHARE

How pro-government trolls are using a sexy
Twitter bot to sway Turkey's election

Published on May 25th, 2016 | by EJC

Manipulation Of Public Opinion In
Venezuela Using Political Bots

Ehe Nc Nork Eimes

Revealed: Iran's ‘clumsy' troll army pushed

The Fake Americans Russia one million tweets in effort to destabilise
Created to Influence the Election region

» Twitter releases extent of Tehran's Twitter activity, showing hundreds of accounts set up to spread regime's
propaganda. But efforts were fairly crude and ineffective, analyst says
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Bots on Twitter Recap
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Bots on Twitter Recap
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What is Astroturfing?

4 nin ~ * Grassroots movement: starts

from people
* Yellowvests

.......

* Astroturfing: as though starts
from people

 Paid online reviewers

 On Twitter it is equal to
 Boost content with retweets
e Game Twitter’s Trends



Astroturfing Attacks on Twitter’s Trending Topics

Turks manipulate trending BBC Trending K-Pop Goes Info Ops
topics in spite of Twitter

How much to fake a trend on Twitter? In one country, How an online army of K-pop boy band fans exposes Twitter's
ISTANBUL ____about £150 multiple account problem

By BBC Trending
B|B[C] Going in-depth on social media
TRENDING

© 2 March 2018

@DFRLab
Jun 7,2018 - 6 min read

N

A Turkish company can push any hashtag to the top of the Turkish TT list within 10 minutes and to th
worldwide TT list in 15 minutes. REUTERS Photo



Lateral Astroturfing Attack

Turkey

rends

Why whole
Turkey talks

#getfollowers.com
#gamble.com

about
gambling??

Been trending for hours...




Lateral Astroturfing Attack

\n"ends

#getfollowers.com
#gamble.com

Been trending for hours... \

SEARCH API




Lateral Astroturfing Attack

Let’s be quick

this time
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Lateral Astroturfing Attack
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Human = Bot?
11?77

Bot tweets with random words, i.e.:

duck t le New York (ci ' is #getfoll
uck to cycle New York (city) praying mantis #getfollowerscom SEARCH AP




Lateral Astroturfing Attack

HUMV NS

Bot tweets with random words, i.e.:

duck to cycle New York (city) praying mantis #getfollowerscom

TWITTER NOTICE:
These users decided to delete these tweets
Please remove them from your system

Oh here’s my
new paper

Get realtime
tweets by these users



The Trick: Rapid Deletions

* Very hard to detect!

Number of Records
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* The owners of the accounts are unaware or they think it is a virus

* Researchers are unaware because deletions are only visible

* when you track specific users (biased)
» get 1% of all tweets (very low recall)



Investigation

* Went through 1% of all tweets (Freely available in archive.org)

* Only Turkish case found
» Saudi Arabia and Korea has astroturfed trends too, but not many deletions

* Rule based classification
 Classify tweet with random words based on rules

* Many tweet with random words
* Have the same keyword
* Created in small time frame (3 minutes)
* Deleted in small time frame (3 minutes)
e => Astroturfing

* Problem: Adversaries can change the content and evade rules.



ML Based Content F'ree Classification

* 2 Months of trend & tweets
e 2000 astroturfed
e 600 astroturfed trends
e 1% of all Twitter tweets

ML based classification
e Deletion count
* Geotagged tweet count
* Unique geolocations
* Unigque screen name
* Retweet count
e Url count
* Mention count
* Hashtag in a tweet count
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Meet The Astrobots
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Quantifying Success of the Attacks

* Top 10 Guarante & High Duration
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What are the Trends About?

e Ads: «Gambling, buy fake followers, tv series»
* Appeals to Government: » We want jobs»

* Election Campaign: «Vote for x»

* Fun: «Galatasaray is the best»

* Disinformation: «Erdogan is the best.»



Conclusion

* We reported our analysis to Twitter

bugtriage-alex posted a comment. Jul 30th (6 months ago)
Thank you for your report @tugrulz,

We are evaluating the behavior you described and will get back to you when we have more information.
Thank you for thinking of Twitter security.
acamacho changed the status to @ Triaged. Jul 31st (6 months ago)

Thank you for your report. We believe it may be a valid security issue and will investigate it further. It could take some time to find and
update the root cause for an issue, so we thank you for your patience.

Thank you for helping keep Twitter secure!



Conclusion

* They do not care

bugtriage-alex closed the report and changed the status to @ Informative. Aug 21st (5 months ago)

Thank you for your report @tugrulz,

We appreciate your suggestion and are always looking to improve our spam detection capabilities. However, after a discussion with our
team, we have decided that this is a Defense-In-Depth measure rather than a specific vulnerability in our software. We are reasonabl

satisfied with our current spam detection security controls, and we have chosen to not to make any specific changes to our controls

based on this report. Although we will be closing this report, we still want to thank you for all your effort in bringing this behavior to our

attention.

Thank you for thinking of Twitter security

The attacks have started in 2015 and are still ongoing....



Thanks

e Questions?



Live Demo

* https://trends24.in/turkey/



https://trends24.in/turkey/

How Many Fake Trends Per Day?
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Mostly suspended



