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Information War on Twitter Recap

• Anonymity is allowed

• Being public is mainstream

• Automation is easy & supported





Bots on Twitter Recap



Bots on Twitter Recap

Detecting Social Bots is 
Difficult Even For Humans!!! 



What is Astroturfing?
• Grassroots movement: starts

from people
• Yellowvests

• Astroturfing: as though starts
from people
• Paid online reviewers

• On Twitter it is equal to
• Boost content with retweets
• Game Twitter’s Trends



Astroturfing Attacks on Twitter’s Trending Topics



Lateral Astroturfing Attack

#getfollowers.com
#gamble.com

Why whole
Turkey talks

about
gambling??

Been trending for hours...

Turkey



Lateral Astroturfing Attack

#getfollowers.com
#gamble.com Got no

tweets?

Been trending for hours...

SEARCH API



Lateral Astroturfing Attack

#getfollowers.com
#gamble.com Let’s be quick

this time

Just started trending

SEARCH API



Lateral Astroturfing Attack

#getfollowers.com
#gamble.com Human = Bot?

!!???

SEARCH API

Bot tweets with random words, i.e.:
duck to cycle New York (city) praying mantis #getfollowerscom



Lateral Astroturfing Attack

Oh here’s my
new paper

Get realtime
tweets by these users

Bot tweets with random words, i.e.:
duck to cycle New York (city) praying mantis #getfollowerscom

TWITTER NOTICE: 
These users decided to delete these tweets
Please remove them from your system

We regret
posting
these random
tweets



The Trick: Rapid Deletions

• Very hard to detect!
• The owners of the accounts are unaware or they think it is a virus
• Researchers are unaware because deletions are only visible

• when you track specific users (biased) 
• get 1% of all tweets (very low recall)



Investigation

• Went through 1% of all tweets (Freely available in archive.org)
• Only Turkish case found

• Saudi Arabia and Korea has astroturfed trends too, but not many deletions

• Rule based classification
• Classify tweet with random words based on rules
• Many tweet with random words

• Have the same keyword
• Created in small time frame (3 minutes)
• Deleted in small time frame (3 minutes)

• => Astroturfing

• Problem: Adversaries can change the content and evade rules.



ML Based Content Free Classification

• 2 Months of trend & tweets
• 2000 astroturfed
• 600 astroturfed trends
• 1% of all Twitter tweets

• ML based classification
• Deletion count
• Geotagged tweet count
• Unique geolocations
• Unique screen name
• Retweet count
• Url count
• Mention count
• Hashtag in a tweet count TSNE plot of trends

Neural network, Prec: 95%, Rec: 91.7%



Meet The Astrobots

• Compromised accounts
• I talked to 20 of them in person

• Inactive
• Last seen 2015

• Retweeter
• Mostly retweets

• Korean
• BTS
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Quantifying Success of the Attacks

• Top 10 Guarante & High Duration

• Effect on public: Number of undeleted tweets (Surplus)



What are the Trends About?

• Ads: «Gambling, buy fake followers, tv series» 
• Appeals to Government: »We want jobs» 
• Election Campaign: «Vote for x»
• Fun: «Galatasaray is the best»
• Disinformation: «Erdoğan is the best.»



Conclusion
• We reported our analysis to Twitter



Conclusion
• They do not care

The attacks have started in 2015 and are still ongoing….



Thanks

• Questions?



Live Demo

• https://trends24.in/turkey/

https://trends24.in/turkey/


How Many Fake Trends Per Day? 



The Botnet from October 2018

Mostly suspended

Humans

Mix


