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When Al beats Human Intelligence
Chess Go
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The Uphill Path of Al Challenges

Source: Max Tegmark / Life 3.0
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When could Al beat human
intelligence in cyberdefence?
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¥ Cyberdefence Process

OODA
Loop

The OODA Loop
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Cyberdefence as a Game: Locked Shields

* Yearly live-fire cyberdefence exercise

 Human teams compete against each other

Teams Role
~20 Blue Teams (BT) Defenders
Red Team (RT) Attacker
Green Team (GT) Infrastructure
operator
Yellow Team (YT) Monitoring
User Simulation Team (UST) Benign users
White Team (WT) Organizer

* Blue team with the highest score wins the game
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Sensors (examples)

Network traffic

Y

Event logs

Y

External monitoring

Support tickets

Ty

Device credentials
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Towards an Al-Powered Blue Team
in Locked Shields

Sensor Input Interface

Actuators (examples)

Actuator Output Interface

A

Remote
management

Firewall and
routing rules

A

Device reset

Chat message

AA

Report

[R. Meier, A. Lavrenovs, K. Heinaaro, L. Gambazzi and V. Lenders, CyCon 21]
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¥  Machine Learning Use Cases

Detection of malicious
network traffic
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INTERN

L+ Detection of Malicious Network Traffic

Machine learning pipeline

_’\-%.Il_’

Feature extraction
* Flow stats
 Packet headers
« Timing

Network activity

Random forest
classification

Locked Shields Evaluation

Workflow execution, 10 cores/ 16Gb RAM

Dataset Feature Classifier | Inference time

extraction training dataset  flow

LS17 42 min 19 min 50 s
[S18 85 min 47 min 30 s

3 us

Classifier quality

Model Precision Recall
LS17-tuned 99% 98%
[ S18-tuned 99% 90%
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¥ Machine Learning Use Cases

Continuous
user authentication
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Y  Continuous User Authentication

gaze tracker

authentication accuracy
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¥ Machine Learning Use Cases

Wireless

signal classification

bmnisic sensor
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Wireless Signal Classification

Deep learning pipeline

Convolution network
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Feature extraction + classification

Real-time signal classification

OmniSIG Sensor

nstantaneous Raster

vs Frequency (MHz)

LTE
Bluetooth
WiFi

2.44
y: 7.111111111 dy: 0.000000000 L=0 Re
X: 2462.603360 dx: 1570.127091 (absc)

Uncalibrated Power vs Frequency (MHz)
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Further Al Use Cases investigated at CYD Campus

Supervised learning

Detection of malicious shell sessions

Natural language understanding and machine translation

Fake news detection

Prediction of flight destination in aviation

Unsupervised learning

Wireless spectrum anomaly detection

Mitigation of DDoS attacks

Ranking of cyber threat feeds

Detection of APT threats

Knowledge representation
Reinforcement learning

Text generation

Botnet detection
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Education,
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Conclusions

Pros of Al
« Al provides already today opportunities to improve cyberdefence
» Relatively easy to develop and apply new Al solutions

Cons of Al
« Hard to provide explainability
» Succeptible to attacks
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