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CONFLICT OF JURISDICTIONS:
WHO GOVERNS WHERE THIS IS RUNNING ON?
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• Electronic Communication Service Provider

• “Foreign Intelligence Information“

• “Certification” for one year(„FISA Court“)
• Minimizing / Targeting procedures (US persons)

• “Directive“ to the Service Provider
• API (?)

FISA 702 (= 50 USC § 1881a)
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DATA TRANSFERS

• General Rule: Export Prohibition on Personal Data

• Derogations: “Necessary transfers”, non-structural (Art 49)

• Outsourcing: Adequacy (Art 45)

Standard Contractual Clause  / Model Clauses (Art 46)

Binding Corporate Rules (Art 47)Expansion of 
GDPR rules in 

non-EU country
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DP Act

GDPR

PRIVACY “BUBBLE”: CONTRACTUAL

SCCs, Privacy Shield, BCRs
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EU CHARTER OF
FUNDAMENTAL RIGHTS

702 FISA

PRIVACY !!!

SURVEILLANCE!!!

EU-US: CONFLICT OF LAW

SCCs, Privacy Shield, BCRs
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FIRST ROUND: „SCHREMS I“
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„I don’t think it will come as much of a 

surprise that in fact US intelligence services 

do have access from US companies“

Foto: James Flynn
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ProportionalityNo Interference Essence

1. Legitimate aim for the measure
2. Measure suitable to achieve the aim 
3. Measure must be necessary to achieve the 

aim (Less onerous way?)
4. Measure must be reasonable, considering 

the competing interests of different groups 
at hand

“ESSENCE”
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OTHER FINDINGS

- “Essentially Equivalent”
Protection in 3rd Country

- Effective Detection and
Supervision Mechanisms

- Legal Redress in Line 
with Art 47 CFR

...higher standard than many MS?
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Art 44-50 of GDPR
„Ess. Equivalent”

CFR
Art 7, 8 & 47

≈ GDPR. = CFR .
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“The US authorities ... assured there is no indiscriminate or mass
surveillance by national security authorities.”
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ANNEX VI, PAGE 4
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PPD-28, PAGE 3
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PPD-28, PAGE 3, FN 5
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DPA

(i) „has been investigated“
(ii) „complied or remedied“

„will neither confirm nor deny that whether the
individual has been the target of surveillance“ nor
„confirm specific remedy“

ANNEX III, Paragraph 4(e)
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PRIVACY SHIELD -

LIPSTICK ON A PIG?!



@maxschrems

SECOND ROUND: „SCHREMS II“
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Standard Contractual Clauses Case
(„DPC vs. Facebook & Schrems“):

• About 20 Solicitors / Barristers
• 6 weeks of Hearings in Ireland
• 45.000 pages of documents
• Four “Amicus” (EPIC, US Gov, BSA, DigitalEurope)
• Costs expected to be up to € 10 million
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CORE ARGUMENTS

- Facebook said it never used Safe Harbor, but SCCs

 No Surveillance beyond EU Law / No Problem (“Go away!)

- Schrems demanded the Irish DPC to make use of Article 4 of the SCCs  
for Facebook only

 Targeted Solution for FISA companies only (“Use Art 4!”)

- Irish DPC identified a “systematic” problem and took the view the SCCs 
are invalid as a whole

 Invalidation of SCCs worldwide (“Nuclear Option”)
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OUTCOME: CJEU
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OUTCOME: PROCEDURAL LAW

The “solution” is Article 4 of the SCCs (everyone but the DPC)

• Individual enforcement action on “FISA” companies

• Invalidation of SCCs not relevant anymore

Duty of DPAs to enforce the GDPR
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OUTCOMES: MATERIAL LAW

Facts: “Mass Surveillance” became “Mass Processing”

US Surveillance Law is not “proportionate” (less than in Schrems I)

US Redress is a violation of the “essence” (as in Schrems I)
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OUTCOME: PRACTICAL CONSEQUENCES
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DATA TRANSFERS

• General Rule: Export Prohibition on Personal Data

• Derogations: “Necessary transfers”, non-structural (Art 49)

• Outsourcing: Adequacy (Art 45)

Standard Contractual Clause  / Model Clauses (Art 46)

Binding Corporate Rules (Art 47)Expansion of 
GDPR rules in 

non-EU country
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TRANSFERS: NON-PERSONAL DATA
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TRANSFERS: NECESSARY TRANSFERS

@
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TRANSFERS: “OUTSOURCING” (FISA) - USA

702 FISA

Electronic Communication
Service Provider
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TRANSFERS: “OUTSOURCING” (FISA) - EU

702 FISA

Electronic Communication
Service Provider
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TRANSFERS: NON-FISA

702 FISA

Normal Company
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SOLUTION: „SUPPLEMENTARY MEASURES“
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SUPPLEMENTARY MEASURES

• Technical

• Encryption („Transit“)

• Encryption (Backups)

• „Zero Knowledge“

• Contractual

• Disclosure

• Information

• „Resistance“

Law of
Third Country
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PROPER SOLUTION: LEVEL THE PROTECTION
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PROPOSED SOLUTION: EU-US „FRAMEWORK“
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ANNOUNCEMENT 03/2022

• Executive Order to introduce „proportionate and necessary“ in US
• CJEU found FISA 702 not to be „proportionate and necessary“

• EU or US meaning?

• Legally binding effects?

• „Data Protection Court“
• Not a court, but an executive body

• Only review under APA

• No changes on commercial data useage?
• Principles (from 2000) hardly in line with GDPR
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QUESTIONS & ANSWERS


